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Physical security: probing, etc. Physical security: EM attacks
(Ishai, Sahai, Wagner — CRYPTO (Kocher, Jaffe, Jun — CRYPTO '99)

'03) = Our focus in this paper! I
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Parallel with cyber security: Parallel with cyber security:
debugger, heartbleed, etc. packet arrival timing, etc.
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side-channel notations
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Digital comr{;unication f(ramework
K* ifs ¥ U = i ST K
Rigorous mathematical analysis
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I Optimal distinguisher [HRG14]

max Ps = P(K = K*) «—
D(x,t) = argmax P(k) p(x|t,k)  [MAP]

Also known as template attack
(Chari, Rao, Rohatgi — CHES '02 [CRR02]).
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I Optimal distinguisher [HRG14]

max Ps = P(K = K*) «—
D(x,t) = argmaxi p(x|y(t,k))  [ML]

Also known as template attack
(Chari, Rao, Rohatgi — CHES '02 [CRR02]).
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We find optimal distinguishers that ...

>

>

are not Difference of Means

are not Pearson Correlation

are not rank-based (Spearman, Kendall, Gini, ...) Correlation

are not Mutual Information

are not Kolmogorov-Smirnov Distance

are actually nothing known so far...

Higher-Order Optimal Distinguishers




Introduction

Preliminaries

Optimal Distinguisher for Second-Order Attacks

Optimal Distinguisher for Precomputation Masking Tables
Conclusion and Perspectives

I Example: optimal distinguisher for one bit

> is:

M,G _
Dope1 bit)(x’t) = argmaxic 3 iy (k=1 X — Dily;(k*)=—1Xi

12/43 Dec. 2014 Higher-Order Optimal Distinguishers



Introduction

Preliminaries

Optimal Distinguisher for Second-Order Attacks

Optimal Distinguisher for Precomputation Masking Tables
Conclusion and Perspectives

I Example: optimal distinguisher for one bit

> is:

M,G _
Dope1 bit)(x’t) = argmaxic 3 iy (k=1 X — Dily;(k*)=—1Xi

» but is neither:
’D&/{J’JG(X, t) = argmaxys Xy1 — X_1
(Kocher, Jaffe, Jun — CRYPTO '99)

nor:

- Ty, T
DCKN(X t) = arg max~ (Xy1 — X—l)/ i1 n_

(Coron, Kocher, Naccache — FC '00)

X1
1

v
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I Example: optimal distinguisher in multi-bit

Solution ([HRG14], and also [MOS09, app. D])

> is:

1
M,G *
DI (x,t) = argmax (xly(k*) — 5 Iy(K")

P

N
6}

v
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> is:

1
M,G *
DI (x,t) = argmax (xly(k*) — 5 Iy(K")

> but is neither “COVariance’ nor “correlation’,
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I Example: optimal distinguisher in multi-bit

Solution ([HRG14], and also [MOS09, app. D])

> is:

1
M,G *
DI (x,t) = argmax (xly(k*) — 5 Iy(K")

> but is neither “COVariance’ nor “correlation’,

(.. B
: < G\Q\‘J

> (but gets closer to CPA as SNR decreases). <~ 4
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I Masking Countermeasure

Example (First-order software masking)

For example a first-order masking scheme (d = 1) might leak with

X©) = HW[M] + N©O),
XA = HW[sbox[T @ k*] @ M] + N,

TELECOM
ParisTech
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I Masking Countermeasure

Example (Tables pre-computation)

Again when assuming a Hamming weight leakage model, a masking
scheme using Sbox recomputation [KJJ99] might leak with

X@") = HW[T @ k* & M] + NZ").

{X(w) = HW[w & M] + N«), Vwe {0,1,...,2" -1}

TELECOM
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I Side-Channel Analysis as a Digital Com.
Problem (with support of countermeasures)

side-channel notations

secret sensitive leakage . arg max key
[ key J [ variable ] [ function ] [ noRee } ['eakage] [dlstmguishar] [guess]

T M N () T
: , :
JL $ Y (%) ‘?H’ J’ X (%) Jl*
R S R DX

source channel decoded
[me J [ encoder J [mannal] [uuiput] L decoder ] [massaga]

digital communication notations
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I Combination Functions for Higher-Order CPA

State-of-the-art

Leakage combination: cx : X9t = R
Model combination: cy : 791 5 R

» Product combining ........ ... [CJRR99]
» Difference combining ........... ... ... oo [Mes00]
» Sinus combining ........ ..o [OMO7]
» Normalized product function ...................... [PRB09]

» maximizes absolute correlation
./ 6‘. N
/ ) \

= 2 TELECOM

ParisTech
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Combination functions...

» are more inspired from an engineering perspective than a
sound mathematical tool (necessary evil)
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B \otivation

Combination functions...

» are more inspired from an engineering perspective than a
sound mathematical tool (necessary evil)

» go hand in hand with information loss
(empirically [SVCOT10])
» How to handle more than 2 leaks?

» 4 product of two Gaussian noises is not Gaussian!
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Optimal Distinguisher for Second-Order Attacks
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B Optimal distinguisher (CHES '14 [HRG14])

max Ps = P(K = K*) «—
D(x,t) = argmaxy p(x|t, k)

Also known as template attack
(Chari, Rao, Rohatgi — CHES '02 [CRR02]).

4
TELECOM
ParisTech
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I Optimal distinguisher

max Ps = P(K = K*) «—
D(x,t) = argmax ZIF’(m) p(x|t, k,m)

m

Also known as template attack
(Chari, Rao, Rohatgi — CHES '02 [CRR02]).
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I Optimal distinguisher for masking [This paper]

Solution for multi-dimensional leakage

max Ps = P(K = K*) <
D(xM), 1)) = argmax, p(xP |y ™) k)) =
D(x® t*)) = argmax; Z[[D(m(*)) p(xPyD (™) k m*))) .

m(*)
y
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I Optimal distinguisher for masking [This paper]

Solution for multi-dimensional leakage

max Ps = P(K = K*) <
D(xM), 1)) = argmax, p(xP |y ™) k)) =
D(x® t*)) = argmax; Z[[D(m(*)) p(xPyD (™) k m*))) .

m(*)

= in p(x(*)|t(*), k,m(*)), the only R.V. is the noise!

ParisTech
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I Explicit Derivations

Theorem (Second-order HOOD )

If the model (i.e., o)) is known to the attacker for all w, then the
second-order HOOD is:

Dgpt( (*)’t(*)) — arg max pk(x(*)|t(*))
ex

1
= arg max H Z (*)) H Pk(X,-(w)|t,-(w),m(‘*’)).

kel ) e M) w—0
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I Explicit Derivations

Theorem (High-order HOOD )

If the model (i.e., o)) is known to the attacker for all w, then the
high-order HOOD is:

Dgptl(x(*)’t(*)) =arg n”]cax Pk(x(*)|t(*))

g [T S 20 [T sl

kel =1 m() e M(*

TELECOM
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I Explicit Derivations

Theorem (High-order HOOD — is additive)

If the model (i.e., o)) is known to the attacker for all w, then the
high-order HOOD is:

= arg max Z|og Z P(m(*) H pr(x (w)|t(w) )

kek iy ) e M)

TELECOM
iTech
23/43 Dec. 2014 Institut Mines-Telecom Higher-Order Optimal Distinguishers



Introduction

Preliminaries

Optimal Distinguisher for Second-Order Attacks

Optimal Distinguisher for Precomputation Masking Tables
Conclusion and Perspectives

I Gaussian Noise

Second-order HOOD for Gaussian noise

Assuming that N(“) ~ N(O, a(‘”)z) then the second-order optimal
distinguisher becomes

Dz’G(x(O),x(l)7 t) =

opt
i (0) (0)(+. ©) (4. )
1 [ -2 ti, k7 ti, k,
arg maxH Z exp{ —= Xy m)2+y ( m)
kEL 121 mem 2 o0
n 2Ny W (8, k,m) + y W (t;, k, m)?
oc1)? '




Introduction

Preliminaries

Optimal Distinguisher for Second-Order Attacks

Optimal Distinguisher for Precomputation Masking Tables
Conclusion and Perspectives

I High Gaussian Noise

Second-order HOOD for high Gaussian noise

Do (x, 1) =

q (0), (0)(+. 1), (1) (4.
X: ti, k,m X; ti,k,m
aI’gHIaX I I E exp ! 4 ((0)12 ) Y ((1)’2 )
ke i21 mem a a

2ari: C
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I High Gaussian Noise

Second-order HOOD for high Gaussian noise

D2,G,O’T(x(*), t) —

©y0)(t;, k @, ()¢, k
argmaxZIOgZeXp X,y (n ,m)+X, y (,, ,m)

0)? 1)?
ke 54 meM o© o)

2ari: C
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I Comparison with Second-Order CPA

Second-order HOOD for high noise <= second-order CPA

The second-order HOOD for high noise can be approximated as

Dg;g,O'T ~ arg mkax <X(O) . x(l)‘ Z y(O)(t, k, m) . y(l)(ta k7 m)>7
meM

v

Accordingly,...

> ... the normalized product function is optimal

> ... direct scale = proportional scale
(but the “sign" has to be known)

TELECOM
ParisTech
26/43 Dec. 2014 Higher-Order Optimal Distinguishers L |




Introduction

Preliminaries

Optimal Distinguisher for Second-Order Attacks

Optimal Distinguisher for Precomputation Masking Tables
Conclusion and Perspectives

I | 0w Gaussian Noise

Second-order HOOD for low Gaussian noise

opt
q
arg min Z max(x( )
kek i meF3
1=
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B Experiments
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Success rate
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I Outline

Optimal Distinguisher for Precomputation Masking Tables
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I Algorithm (used in smartcards)

input : t, one byte of plaintext, and k, one byte of key
output: The application of AddRoundKey and SubBytes on t, i.e., S(t @ k)

m<x F), m" <~ F4 // Draw of random input and output masks ;
for w € {0,1,...,2" — 1} do // Sbox masking
Z <4+ w® m // Masked input ;
7' < S[w]® m’ // Masked output ;
S'[z] + 2’ // Creating the masked Sbox entry ;
end
t < t® m // Plaintext masking ;
t < t® k // Masked AddRoundKey ;
t < S'[t] // Masked SubBytes ;
t+ t® m’ // Demasking ;
return t

© 0N A WN -

-
- o
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I Algorithm (used in smartcards)

input : t, one byte of plaintext, and k, one byte of key
output: The application of AddRoundKey and SubBytes on t, i.e., S(t @ k)
m g F5, m’ <~ F3 // Draw of random input and output masks ;
for w € {0,1,...,2" — 1} do // Sbox masking
z <4 w®m // Masked input ;
7' < S[w]® m’ // Masked output ;
S'[z] + 2’ // Creating the masked Sbox entry ;
end
t< t®m // Plaintext masking ;
t < t® k // Masked AddRoundKey ;

9 |t < S'[t]| // Masked SubBytes ;

10 t< t@® m’ // Demasking ;
11 return t

© N OO h WN =

Usual |2 -variate 2nd -order attack
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I Algorithm (used in smartcards)

input : t, one byte of plaintext, and k, one byte of key
output: The application of AddRoundKey and SubBytes on t, i.e., S(t @ k)
m g F5, m" <~ F3 // Draw of random input and output masks ;
for w € {0,1,...,2" — 1} do // Sbox masking
Z< w@® m // Masked input ;
z' + S[w]@® m’ // Masked output ;
S’[z] < 2z’ // Creating the masked Sbox entry ;
end
t < t® m // Plaintext masking ;
t < t® k // Masked AddRoundKey ;

9 |t < S'[t]| // Masked SubBytes ;

10 t+ t® m' // Demasking ;
11 return t

0N A W N

Improved (27 + 1) -variate |2nd -order attack
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I Algorithm (used in smartcards)

input : t, one byte of plaintext, and k, one byte of key
output: The application of AddRoundKey and SubBytes on t, i.e., S(t @ k)
m<+—R ]F’2’, m g ]F’2’ // Draw of random input and output masks ;
for w € {0,1,...,2" — 1} do // Sbox masking
Z< w@® m // Masked input ;
z' + S[w]® m’ // Masked output ;
S'|z] + 2z’ // Creating the masked Sbox entry ;
end
t < t@® m // Plaintext masking ;
t < t® k // Masked AddRoundKey ;
t < S'[t] // Masked SubBytes ;

t <« t@® m' // Demasking ;
return t

© O N GR W N

=
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I Previous Attacks

» Second-order attacks, collision attacks, ...

» However: a more powerful attack would consist in using all
the leakages from the Sbox recomputation

2-stage CPA attack [TWO13]

2xCPA™(x, t) = arg max p(x"), y")(t, k, ),
kel

where Vi m; is the mask that maximizes the correlation between
xl.(w) and y,-(w) =w® m; forwe {0,...,2" —1}.
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I Previous Attacks

» Second-order attacks, collision attacks, ...
» However: a more powerful attack would consist in using all
the leakages from the Sbox recomputation

2-stage CPA attack [TWO13]

2xCPA™(x, t) = arg max p(x"), y@")(t, k, ),
kel

where Vi m; is the mask that maximizes the correlation between
xl.(w) and y,-(w) =w® m; forwe{0,...,2" —1}.

Optimal?
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I Previous Attacks

» Second-order attacks, collision attacks, ...
» However: a more powerful attack would consist in using all
the leakages from the Sbox recomputation

2-stage CPA attack [TWO13]

2xCPA™(x, t) = arg max p(x"), y@")(t, k, ),
kel

where Vi m; is the mask that maximizes the correlation between
xl.(w) and y,-(w) =w® m; forwe{0,...,2" —1}.

Optimal?  No!
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I Higher-order optimal distinguisher

Theorem (HOOD for masking tables)

Dmt’G(X(*), t) _

opt

1 Y 1
arg maxZIog Z exp Z e (X( )cp(w & m) — 59 2(wa m)>

melFy welF;

1 n 1
+— (Fptome k) - S (temek)) b
o) 2
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I Higher-order optimal distinguisher

HOOD for masking tables for low SNR

For large Gaussian noise (or low SNR) the distinguisher becomes
D71 (x), 1) =

(w

X )XZ)Z p(w ® m)p(t; & k@ m)
arg max - Yo o(ti ® k ® m)p(w ® m)?
kex %F: “’) Z >om w(wﬂ%m)w(t,@keam)

;(
2
_%(
33 elw @ mPe(ti @ k ® m)?
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I Experimental Validation

o
o
I
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Success rat
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Conclusion and Perspectives
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B Conclusion

» Methodology of attack...
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B Conclusion

» Methodology of attack...

> ... that works even with protections!
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B Conclusion

» Methodology of attack...
> ... that works even with protections!

» To our surprize, optimal distinguishers confirm the
state-of-the-art:

» only under specific conditions (e.g., high Gaussian noise)
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B Conclusion

v

Methodology of attack...

v

... that works even with protections!

v

To our surprize, optimal distinguishers confirm the
state-of-the-art:

» only under specific conditions (e.g., high Gaussian noise)
but not in general:

» Especially if SNR is high

» Or if the leakage is highly multi-variate

v
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B Perspectives

» Integrate the uncertainty about the model (epistemic noise)
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» Integrate the uncertainty about the model (epistemic noise)
» Give us an implementation ...
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B Perspectives

» Integrate the uncertainty about the model (epistemic noise)
» Give us an implementation ...

» ... and we derive the optimal distinguisher!
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B Perspectives

» Integrate the uncertainty about the model (epistemic noise)
» Give us an implementation ...
» ... and we derive the optimal distinguisher!

N
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I HOOD «— Higher-order CPA

Relationship between HOOD and CPA for masking tables

When all noise variances are equal, i.e., o = o) Vw we can further simplifies to

thaT(x t)_argmax Z Z( (w) (2 Z (wd m)p(ti ® k ®& m)

weFy i=1 meFy
1 (w
— XY plwe me(t e ke m)),
meFy

which becomes close to a combination of higher-order CPAs, i.e.,

DI, t)—argmaxz P (x), x®D), Py, y@))
wE]F"
1 () o2
— 5o, Py ).
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